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ClearDATA is the leading healthcare expert in
end-to-end compliance with the HIPAA Privacy
and Security Rules.

Managing today's healthcare IT infrastructure requires an in-depth understanding of complex regula-
tions, policies and procedures as well as the practical challenges faced by today’s leading providers.
ClearDATA provides unrivaled professional services in the areas critical to HIPAA Security and Privacy
compliance.

Getting to Meaningful Use, protecting patient data and adhering to HIPPA and other mandates are
forefront in the minds of providers across the country.

The ClearDATA team features the healthcare industry’s leading experts in HIPAA Privacy and Security
Rules and data security. They fully understand the business and technology models of healthcare
organizations along with the challenges, mandates, and risks that they face. US Healthcare Compliance,
a division of ClearDATA, provides specialized privacy and security consulting services to organizations
ranging from single doctor practices to large integrated delivery networks. We help them comply with
HIPAA and other privacy and security regulations.

Security risk analyses, assessments, documentation, training, remediation, and support are a few of
the services we provide. Our “hands-on” methodology ensures a thorough and consistent pathway to
implementing policies and procedures throughout the entire organization.

Our security experts can help your organization meet the Stage 1 Meaningful Use Core # 15 requirement
to achieve Meaningful Use and qualify for your Incentive dollars.

ClearDATA has already helped many healthcare providers across the country to complete their Security
Risk Analysis, create their HIPAA policies and train their staff on HIPAA and other relevant regulations.
Our clients are now experiencing peace of mind knowing they are taking the proper steps necessary to
comply with federal requirements for safeguarding patient data.

ClearDATA’s customers are:
e Achieving Meaningful Use
¢ Qualifying for their Incentive Money
e Formalizing their HIPAA policies, and ensuring that they become operational
e Ensuring client and patient data protection
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*100% HIPAA Compliance
* High Performance Private Cloud
* Offsite Data Backup and Storage

* Disaster Recovery & Business
Continuity

* End-to-End Data encryption

* Security Risk Assessments

* Privacy Impact Consulting

* Healthcare Exchange Hosting

* Clinical Research Management
* Business Associates Agreement

* Medical Image Storage and
Archiving

* Healthcare Exchange Hosting

* Software-as-a-Service (Saa$S)

* Platform-as-a-Service (Paa$S)

* Infrastructure-as-a-Service (laaS)
* Data Migration

* 24/7/365 Support Including
Monitoring with Alerts
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Through our US Healthcare Compliance division, we offer the following
services:

Security Risk Assessments

The US Healthcare Compliance (USHC) Security Risk Assessment (SRA) is focused specifically on 45 CFR 164.308(a)(1); with in-depth
analysis of the three key areas; Administrative, Physical, and Technical safeguards. Each of these areas is analyzed to verify that they are:
a) sufficient to be effective, b) currently operational, c) applicable for the organization and d) represent applicable compliance programs.
Additionally, we review the organization’s vendor relationships and Business Associate Agreements, and if necessary, conduct an SRA for
the Business Associate. The deliverable is a final assessment identifying all threat risks and vulnerabilities and an executive briefing report
appropriate for an executive and/or Board meeting, along with a complete risk remediation roadmap.

Security & Privacy Compliance Official

In order to meet HIPAA administrative compliance, the entity is required to designate a Security and Privacy Official who is responsible
for maintaining compliance with the HIPAA Privacy and Security Rules. USHC can provide a Chief Privacy Officer or Chief Security Officer
on retainer who can work directly with an administrative manager on a monthly basis to ensure the business is managing its policies,
procedures, and privacy programs effectively.

Privacy Impact Assessments

The USHC Privacy Impact Assessment (PIA) is an assessment of the privacy impact of any substantially revised or new Information
Technology System. A PIA guides a healthcare provider’s project team through a series of stages in order to identify the privacy risks
and suggests methods of mitigating or eliminating them. The focus of a PIA is on patient information and the impact a new system has
when introduced to an existing environment, and how this impacts your current privacy policies and procedures.

Remediation Assistance
Once the SRA is completed, we can help remediate any issues from the assessment. The assistance can range from choosing a software
vendor, or advising on technology, to simple day-to-day solutions for minimizing vulnerability.

Policies & Procedures Documentation

Some companies prefer that USHC create and manage the P&P manual based on the assessment in order to save time and money. USHC
can create a customized P&P manual and tailor it specifically for the organization, workflow, and personnel. Outsourcing the documentation
development and preparation, especially when combined with the Security Risk Assessment, ensures a complete “go to” manual that can
be used by anyone in the practice to find procedures and forms to manage all aspects of HIPAA compliance.

Polices & Procedures Update Subscription

As new EHR modules are added, regulations are revised, or as employees come and go, the P&P manual needs to be updated accordingly
to stay consistent with regulatory and business changes. We will review and update policies and procedures quarterly to incorporate the
latest changes and provide a briefing to your security official, and if requested, engage training personnel on these changes.

Our commitment is to be your trusted partner on safeguarding your patient and sensitive data as required by HIPAA, HITECH, PCl, and
other standards that vary from state-to-state. If you are looking to achieve Meaningful Use, create and document your HIPAA policies,
to qualify for your incentive dollars, we invite you to contact us at: 602-635-4000 or email: sales@cleardata.net
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